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Nii’t’é 'Thls questlon paper contain§ two parts A and B
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries
10 marks and may have a, b, ¢ as sub questions.

el an i PART- A o £ o B
(25 Marks)
l.a)  What are performance metrics? [2]
b)  Explain black box information security methodology. [3]
c)  Define vulnerability Analysis. [2]
d), ...What are post auditing actions? .. oo, 3]
e). i :What are inforifiation security Vulnerablhtles’7 f e B o 2]
f)  Illustrate about threat management. [3]
g)  Define residual risk. [2]
h)  How to choose a right tool for information security assessment? [3]
i)  Discuss about configuration management. [2]
3); ~Which information does - Fmanc1al Manggg{nent for IT Serv1ces need .-from
’...Conflguratpon Management? [3]
PART-B
(50 Marks)
PRI Descrlbe the Ethlcs of an Inf()rmatlon Security: Alld1tor ____________ [10]
R =X OR AL davee Nias
8 Explain Infrastructure, Network and communication routes in detail. [10]
4, Discuss in detail about internal security Audit. [10]
OR
5.7 ¢ Explain in deta;l about the concept of social gngineering security auditing, e 5 [ 10]
6. Describe in detail about computer based social engineering. [10]
OR
7. Ilustrate in detail about vulnerability scanning. [10]
8.~ iExplain thqﬁagﬂes of vulnerablhty analysis 11;}”(_1@‘&11 [10]
OR
9. Describe in detail about the information security risk assessment. [10]
10.  List and explain the requirements for configuration management. [10]
e OR .. .
11, :j, “jj:Explam in dgxa;l about the dgvelopment of conflguratlon con;rol pohcles ,,,,,, :[10]
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